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Completing Your Self-Assessment 
Questionnaire 

This document has been prepared as a guideline only.   If you have questions specific to your situation 
contact the support number on the login screen (703) 549-2001.   Depending upon some of your 
answers, you may see screens and questions that are not included in this guide.   All answers should be 
reflective of your own company, ClearGage does not take responsibility for the way in which you answer 
questions. 
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Getting Started 
Now that the Sage merchant account has been set up you will need to complete a Self-Assessment 
Questionnaire for PCI Certification.   This is required because you play a vital role in protecting the 
cardholder data for each of your patients or clients. 
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You will have received an email from vthelp@sagepayments.com that contains directions and login 
information you need in order to complete your assessment.   

The website to use is https://www.pciapply.com/pci2/fpi 

The email from Sage provides you with your Merchant Account 
number and that is your User Name. 

Your Password is the last 5 digits of your Merchant Account 
Number plus your two character state initials.  i.e. 12345FL 

If you need assistance in addition to this guide document 
please call the support line provided on the login page: 
703-549-2001.

Once logged in you will be asked to complete your profile information 

Click “Submit” 
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Resources 
At any time you may click on the resources link in the upper right of the screen to obtain additional 
information.  Selected documents have also been posted in the ClearGage Resource Center 

Beginning the Process 

First there will be an informational screen “Welcome to Your PCI Compliance Tool.  There are some 
helpful links to documents at the bottom of this page.  

Review the information on this screen and click “Get Started”.   

Starting the Questionnaire 

There are four stages to the questionnaire and these are shown at the top of your screen so you can 
keep track of where you are.    
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Stage 1  Verify Merchant Information 

In the Screen shot below we are at the Verify Merchant Information stage. 
There are 3 parts to this stage 

1. Verify your Merchant Information and use the edit button to make any changes.

2. Identify the type of Merchant Business
a. If you are using ClearGage to process Payment Plans only and have a MOTO

account, then check Mail/Telephone-Order ONLY.
b. If you are using ClearGage to process Point of Sale (POS) transactions as well as

Payment Plans and have a Retail account then check Retailer AND Mail/Telephone-
Order.

3. Relationships.
a. Answer Yes to the first question
b. If you are using another merchant account as well as Sage/ClearGage answer yes to

the second question
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Stage 2  Questionnaire Selection 

In order to be sure that you are completing the correct Self-Assessment Questionnaire do the following: 

1. To the question “Would you like assistance in choosing the questionnaire that is appropriate for
your company?”   Answer “No”

2. Then, from the list that is presented select one of the following:
a. A – if you are using ClearGage for recurring payment plan transactions ONLY

b. C-VT  - if you are using ClearGage for your retail Point Of Sale transactions AND your
recurring payment plan transactions.

3. In the drop-down boxes select Sage Payment Solutions In as the Virtual Service Provider, Sage
Payment Solutions, Inc. Virtual Terminal as the Virtual Terminal Solution and 7/31/15 as the
Date last validated.
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Click “ADD” and then “Continue” 

Statement 1 of this screen is saying that you are using a computer that is at your location and is not 
connected via a network or via an internet connection that is used by some other business. 
Statement 2 means that you do not, knowingly, have any other software on your computer that is going 
to capture and store any of the information entered or swiped using the ClearGage application. 
Statement 3 means that the computer you are using is not on someone else’s network. For example, the 
business next door. 
Statement 4 means that cardholder information is not being sent to someone else contained on a 
report.  Receipts can be sent electronically but those do not include any cardholder data. 

Check the “I Agree” box and click “Continue” 
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Stage 3  Questionnaire 

This step is the actual completion of the SAQ – Self-Assessment Questionnaire.  There are 9 sections 
within this step.  For each section you will need to check the “I Attest” box and click “Continue” to move 
forward through the questionnaire. 

Section 1 – Maintain Firewall. 
The goal of having a firewall set up is to ensure that there is no public access and someone could not 
park in front of your location and get access to any cardholder data.  You do need to have firewall 
protection in place. 

Section 2 – Vendor Passwords 
To comply with this section, you should be using strong passwords to log in to any devices that are used 
when entering/processing credit card information as well as the ClearGage application.  This also 
includes passwords to servers if you have servers or other network equipment.  Strong passwords are 
generally 8 or more characters with at least 1 Number, Capital letter, and Symbol.   It is generally 
advised that login information not be shared among multiple people. 
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Section 3 – Protecting Stored Data 
The ClearGage Application is configured so that we do comply with the statements below.  

Section 4 – Transmitting Data 
Again, the ClearGage application is configured to comply with the requirements for this section. 

Section 5 – Anti-virus Settings 

The requirement is that anti-virus protection is in place on any computer you are using with the 
ClearGage system to process credit card payments. 

Section 6 – Systems and Applications 

ClearGage automatically applies patches and updates to all of its software and equipment.   You should 
also be ensuring that your Windows updates, for example, are up-to-date on each computer and any 
servers that you are using as well as anti-virus updates. 
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Section 7 – Restrict Access 

There is no access to cardholder data within the ClearGage application.   However, you should be 
training staff that they cannot write down card information and if that is necessary then the information 
should be properly destroyed once no longer needed. 

Section 8 – Physical Access 

As with Section 7, there is no access to cardholder data within ClearGage.  Your staff training should 
include information about not writing cardholder information down and if it is necessary to do so then 
the information should be properly destroyed once no longer needed. 

Section 9 – Policy Maintenance 

As a business, you are required to have a written policy that states that all employees working at your 
location are included.  Identifying who (what job roles) have access to the ClearGage application and the 
task of taking/entering credit card information.  Stating their responsibility in maintaining the 
confidentiality of credit card information. 
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The last screen in the Questionnaire step will indicate whether or not you have passed the questionnaire 
and will provide a summary of each of the sections.    

Click “Continue” to move to the final stage. 

If your answers along the way resulted in the need for a vulnerability scan, you may not see the “Pass” 
information right away.   The scan can take up to 24 hours.   Log back into this site again tomorrow to 
see your results. 
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Stage 4  Review and Sign 

Here you are provided with an opportunity to review all of the information in your submission. 

Scroll to the bottom and complete the e-signature information and click “Submit” 

You can Print and/or Email the reports (recommended) so that you have them for your records and at 
the bottom of the page you are able to click on “Get Code” if you would like to have the HTML code in 
order to place the site seal on your website. 
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Sample Security Policies 
You may obtain sample policy statement by Clicking on Resources in the upper right corner of this 
website.  Then click on “Documents”, “Documents” (again), and select the policy that matches the 
questionnaire you are completing. 

Alternatively, you may go to the Resource Center in the ClearGage application and look for the PCI 
heading.   You may use these policy samples as the starting point to craft your own. 


